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Abstract. We present a new non-interactive public key distribution sys-
tem based on the class group of a non-maximal imaginary quadratic order
Cl(Ap). The main advantage of our system over earlier proposals based
on (Z[nZZ)* [17,19] is that embedding id information into group ele-
ments in a cyclic subgroup of the class group is easy (straight-forward
embedding into prime ideals suffices) and secure, since the entire class
group is cyclic with very high probability.

In order to compute discrete logarithms in the class group, the KGC
needs to know the prime factorization of A, = A;p*>. We present an
algorithm for computing discrete logarithms in C1(A,) by reducing the
problem to computing discrete logarithms in Cl(A;) and either IF; or
IF;Q. Our algorithm is a special case of that in the more general setting
of ray class groups [3], but we present it in terms of ideals of quadratic
orders without using class field theoretic language, and we prove — for
arbitrary non-maximal orders — that the reduction to discrete logarithms
in the maximal order and a small number of finite fields has polynomial
complexity if the factorization of the conductor is known.

Keywords: discrete logarithm, non-maximal imaginary quadratic order,
non-interactive cryptography, identity based cryptosystem

1 Introduction

Public-key cryptography is undoubtedly one of the core techniques used to enable

authentic, non-repudiable and confidential communication. However, a general



problem inherent in public-key systems is that one needs to ensure the authen-
ticity of a given public key. The most common way to solve this problem is to
introduce a trusted third party, called a Certification Authority (CA), which is-
sues certificates for public keys'. While this approach is widely used in practice,
it would be desirable to have an immediate binding between an identity I Dp and
its corresponding public key b, which allows one to avoid the tedious verification
of certificates. This leads to the notion of identity based cryptosystems.

Although the paradigm of identity based cryptography was already intro-
duced by Shamir in 1984 [21], it seems that Maurer and Yacobi [17] were the
first to propose a non-interactive identity based public key cryptosystem in which
Bob’s public key b can be derived efficiently, solely from his public identity infor-
mation I Dg, by computing a publicly-known embedding function b = f(IDg).
The main idea is to use an (ideally cyclic) group G (generated by g) in which
exponentiation is not only a one-way-function but a trapdoor-one-way-function.
The key generation center (KGC), a trusted third party responsible for dis-
tributing the private keys, knows the trapdoor information and hence is able to
compute discrete logarithms in G'. Thus, the KGC computes Bob’s private key b
such that g = b = f(IDp). The KGC hands over the secret key b to Bob, who
can use this key in a conventional ElGamal- or Diffie-Hellman setup. As soon as
all users are equipped with their corresponding secret key, the KGC can destroy
the trapdoor-information and may cease to exist.

Maurer and Yacobi’s initial proposal was to set up a discrete logarithm based
system in G' = (Z /nZZ)*, where n = py - - - pr, p; prime, such that only the KGC,
which knows the factorization of n, is able to compute discrete logarithms in G
However, this approach has a number of drawbacks which render such a scheme
impractical [18, 16, 15].

In this paper, we show that using the class group C!(A,) of a non-maximal
imaginary quadratic order is much better suited for this purpose. As in the orig-

! We assume throughout this work that Alice (A) wants to encrypt a message m €

Z - intended for Bob (B). We denote Bob’s unique identity, for example his email-
address, by I Dp and his public key by b.



inal scheme, the KGC knows some trapdoor information (the prime factoriza-
tion of A,) which enables it to compute discrete logarithms, while for anybody
else the discrete logarithm problem (DLP) is assumed to be intractable. We
generalize the recent result from [11], valid for the very special case of totally
non-maximal orders with prime discriminant, to arbitrary non-maximal imagi-
nary quadratic orders. The resulting algorithm reduces the problem of discrete
logarithm computation in the class group of a non-maximal order to computing
discrete logarithms in the much smaller class group of the corresponding maxi-
mal order and a small number of finite fields. Only the KGC, which knows the

factorization of A,, can perform this reduction.

As noted above there are a few advantages to our approach. Unlike the case
of (Z [nZZ)*, it is heuristically easy to find class groups Cl(A,) which are eyclic,
and hence the embedding of an identity I Dp into a group element b, for which
the discrete logarithm exists, is straightforward. As the results from [18,16]
demonstrate, it seems to be no trivial task to find an embedding into a sub-
group of (ZZ /nZZ)* which does not facilitate factoring n. In fact, the only secure
embedding method for (7 /nZZ)* seems to restrict n to having only two large
prime factors p; and ps, and the workload for the KGC is consequently very
high. Furthermore, since one chooses p; — 1 smooth and uses Pohlig-Hellman’s
simplification together with Shank’s Baby-Step Giant-Step algorithm, the time

needed for generating & user keys is proportional to k.

In contrast, we use two different subexponential algorithms for the key gener-
ation. After the initial computation of relations over the factor bases, the work-
load for each individual key generation is very modest. For the computation
of discrete logarithms in the class group of the maximal order, Cl(A;), we use
an analogue of the Self-Initializing Quadratic Sieve (SIQS) factoring algorithm
[13,12] and for the computation of discrete logarithms in IF; we use the Spe-
cial Number Field Sieve, which recently was used for the solution of McCurley’s

challenge [22].



This paper is organized as follows: in Section 2 we provide the necessary back-
ground and notation for non-maximal imaginary quadratic orders. The next sec-
tion contains the discrete logarithm algorithm for arbitrary non-maximal imagi-
nary quadratic orders, and in Section 4 we present our new non-interactive public
key cryptosystem. In order to save space, the proofs of most results have been

omitted. These proofs, as well as computational results, will be given in the full

paper [9].

2 Non-maximal imaginary quadratic orders

Let O, denote the non-maximal quadratic order of discriminant A; = A f?
with conductor f, and let O, denote the corresponding maximal order. When
the conductor is prime, we will use O, and A,. By Cl(Ay) and CI(A;) we
denote the ideal class groups of Oa, and Oa,, respectively. The class num-
bers h(Ay) and h(A4) are the orders of these groups. Lower-case Gothic letters
a,b,...denote ideals in O, and upper-case Gothic letters denote ideals in O 4, .
Ideal equivalence is denoted by a ~ b, and the class of all ideals equivalent to a
is denoted by [a]. More background on imaginary quadratic number fields and
non-maximal quadratic orders can be found in [1,2,5].

Our cryptosystem makes use of the relationship between a non-maximal order
of conductor f and its corresponding maximal order. Any non-maximal order can
be represented as Oa, = Z + fO4,. If h(A1) =1, then O4, is called a totally
non-maximal order. An O a-ideal a is called prime to f if gcd(N(a), f) = 1.
It is well-known that all O ,-ideals prime to the conductor are invertible, and
in every ideal equivalence class there is an ideal which is prime to any given
number. We denote the principal Oa,-ideals prime to f by Pa,(f) and all

fractional ideals which are prime to f by Za,(f). There is an isomorphism

zAf(f)/PAf(f) ~ Ia, pa, = Cll4y) (1)

so we can “ignore” the ideals which are not prime to the conductor if we are

only interested in the class group CI(Ay).



There is an isomorphism between the group of O ,-ideals which are prime
to f and the group of O, -ideals which are prime to f, denoted by Za,(f), and
Ta,(f), respectively.

Proposition 1. Let Oa, be an order of conductor f in an imaginary quadratic

field Q(v/A) with mazimal order O 4, .

(1) IfAE€Za (f), thena=AN0O4a, € Ia,(f) and N(A) = N(a).
(ii.) Ifa €Za,(f), then A= a0a, € Za,(f) and N(a) = N ().
(iii.) The map ¢ : A — AN O4, induces an isomorphism IAl(f)QIAf(f).
The inverse of this map is o' : a+r aQa,.

Thus we are able to switch to and from ideals in the maximal and non-maximal
orders via the map ¢. The algorithms GoToMaxOrder(a, f) to compute =1
and GoToNonMaxOrder(2, f) to compute ¢ respectively can be found in [8].
If a = (a,b) and A = (A, B) are reduced ideals, then these algorithms need
O(log(|A1])?) and O(log(]A¢])?) bit-operations respectively.

It is important to note that the isomorphism ¢ is between the ideal groups
Ta,(f) and Za,(f) and not the class groups. If, for A, B € T, (f) we have A ~
B, it is not necessarily true that ¢(21) ~ ©(B). On the other hand, equivalence

does hold under ¢ ~!. More precisely we have the following:

1

Proposition 2. The isomorphism ¢~+ induces a surjective homomorphism

¢+ Cl(Ar) = CU(Ay), where [a] = [p1(e~ 1 (a))].

We now focus on the kernel Ker(qball) of this map, which will turn out to be

of central importance for the computation of discrete logarithms in C{(Ay).

Proposition 3. The map ¢ : (Oa,/f0A,)* = Ker(qbgll), a = [p(a0a,)], is

a surjective homomorphism.

This homomorphism suggests the following representation for ideal classes in

the kernel:

Definition 1. Let o = z + yw € (Oa,/fOa,)" and let a = p(a) € Ker(éy})
be a reduced O 4, -ideal. Then the pair (x,y) is called a generator representation

for the class of a.



Remark 1. Note that this generator representation (x,y) for the class of a is
not unique. It is easy to see that (kx, ky), k € (ZZ/f77)*, is also a generator
representation for the class of a. This means that we have o = ¢(z + yw) ~

plke + kyw).

Our reduction of the discrete logarithm problem in Cl(Ay) to Cl(A;) and
finite fields requires computing various preimages of elements in Ker(qball) under
the map . Algorithm 1 (Std2Gen) accomplishes this task. The algorithm Reduce
reduces an ideal 2l given in standard representation and simultaneously computes
a reducing number v € O 4, of the form (x + yv/A1)/2 such that 2/ is reduced
(see, for example, [13, Algorithm 2.6, p.16]).

Algorithm 1 Std2Gen
Require: The standard representation (a, b) of a reduced O 4,-ideal a = aZZ +

ﬂz € Ker((ball) and the conductor f.
Ensure: A generator representation (z,y) of the class a ~ ¢z + yw) €
Ker(¢z}), where z +yw € (Oa,/fOA,)".
(a,b) « GoToMaxOrder(a, f)
(8, v) «Reduce(a, b)
if & £ O, then
return('Error! a ¢ Ker(45])!")
end if
if A;=0 (mod 4) then
z—x/2 (mod f)
y < y/2 (mod f)
else
z+ (x—y)/2 (mod f)
y <y (mod f)
end if
return((z, y))

3 The DLP for arbitrary CI(Ay)

In this section we generalize the result from [11]. We show that given the con-

ductor f and its prime factorization one can reduce the DLP in an arbitrary



Cl(Ay) to the DLP in various smaller groups. More precisely, we first show that
the computation of discrete logarithms in C1(A;) can be reduced to the compu-
tation of discrete logarithmsin the class group C1(A;) of the maximal order and
the computation of discrete logarithmsin (Oa,/fO4,)*. Furthermore, we show
that the latter problem boils down to the computation of discrete logarithms in
a small number of finite fields.

It should be noted that our method here is in essence a special case of the
more general methods employed by Cohen et al. to compute discrete logarithms
in ray class groups [3]. The class group of a non-maximal order in any number
field, not only degree 2, can be viewed as a ray class group of the maximal order,
where the modulus is simply an integer, the conductor of the non-maximal order.
Our exposition here is a reformulation of these results in terms of the simpler,
special case of non-maximal orders using the language of [11]. In addition, we
prove that the reduction of the DLP in CI(Ay) to computing discrete logarithm
computations in CI(A;) and a small number of finite fields is of polynomial
complexity.

We start with an algorithm which reduces the DLP in C{(Ay) to the DLP
in Cl(A;) and Ker(qball). Since the map ¢ : (Oa,/fO0A,)" — Ker((ball) given in
Proposition 3 is a surjective homomorphism, the latter DLP is clearly reduced
to the DLP in (Oa,/fOa,)*. Thus, our algorithm makes use of the following

two methods:

— DLPinCI(&,2l)
Accepts two reduced Oa,-ideals &,20 as input and returns z € Z with
0 < < h(Ay) such that & ~ 2 or # = —1 if no such # exists.

— DLPinOmodfO(y, a)
Accepts two elements y,a € (Oa,/fO4,)* as input and returns z € 7ZZ with
0 <z <|(0a,/fO4,)"| such that v* = a (mod fO4,), or # = —1 if no

such z exists.

Furthermore, we assume that h(A;) is known. This is no practical restriction,

since the best currently known algorithm [13] for computing discrete logarithms



in Cl(A1) needs to compute h(Ay) and the group structure of C1(A;) before
the actual DL-computation starts. Secondly, if there were any other algorithm
DLPinCl with the above properties, then one could compute A(Ay), as shown in

the full paper [9].

Algorithm 2 (ReduceDLP) reduces the DLP in Cl(A¢) to the DLP in Cl(A,)
and (Oa,/fOa,)*. The proof of correctness can be found in the full version of

the paper [9].

Algorithm 2 ReduceDLP
Require: Two reduced Oa,-ideals g,a, the conductor f, the class number

A
h(A1), and the order of the kernel |Ker(¢7))| = WT] IL; <1 - (”)>
A ap2

P

Ensure: The discrete logarithm z, such that g” ~ a, with 0 < z < h(Af?), or
z = —1, if no such z exists.
{Compute DL in Cl(A;)}
& «—GoToMaxOrder(g, f)
A +—GoToMaxOrder(a, f)
z1 «DLPinCl(6,2)
if ;1 = —1 then
return(—1)
end if
{Compute DL in (Oa,/fOA,)"}
« «Std2Gen(a/g”", f)
~ <Std2Gen(g"(41), f)
z; <DLPinOmodfO(~, )
if zy = —1 then
return(—1)
end if
{Combine partial results to get DL in CI(Af?)}
c=zy (mod [Ker(¢zh)]) {, where 0 < ¢ < [Ker(950)])
zc-h(Ay) 4z
return(x)

Proposition 4. Given the conductor f, the class number h(Ay) and the order
of the kernel |Ker(¢g})| one can reduce the DLP in Cl(Ay) in O(log(|Af])?)
bit-operations to the DLP in Cl(Ay) and (Oa,/fO4,)*.



Thus, in order to compute discrete logarithms in C1(Ay), we need efficient
algorithms for computing discrete logarithms in Cl{(A;) and (Oa,/fO4,)”. The
subexponential algorithm described in [12] is the most efficient algorithm known
for computing discrete logarithms in Cl(A;). We now consider the DLP in
(Oa,/fOA,)* more closely.

By the Chinese Remainder Theorem (see, for example, [14, p.11]), the DLP
in (Oa,/fOa,)* boils down to DLPs in (Oa,/pi'OA,)" for prime powers pf*,
where f = [ p;*. Furthermore, this problem can be efficiently reduced to the
prime case (O a,/piOa,)" . We give an algorithm (ReducePe2P) for this reduction
in the full version of the paper [9].

Proposition 5. The DLP in (Oa,/p°Oa,)" can be reduced in Ofe - (logp°)?)
bit-operations to 2e DL-computations in (Oa,/pOa,)" .

Corollary 1. If ¢ = O((logp)®) for some o = O(1), then the DLP in
(Oa,/p°Oa,)" can be reduced in polynomial time (in logp) to the DLP in
(OAl/poAl)*'

Using ReduceDLP and ReducePe2P allows us to reduce the DLP in CI(Ay)
to DLPs in Cl(A;) and (Oa,/pOa,)”. As shown in [11,10], the DLP in
(Oa,/pOa,)" can in turn be reduced to the DLP in the finite field IF; or IF7..
This immediately leads to the central result of this section.

€

' is known

Theorem 1. If the prime factorization of the conductor f = Hlep
and e; = O((logp;)®) for some o = O(1) then one can reduce the discrete
logarithm problem in Cl(Ay) in polynomial time (in log Ay ) to the computation

of logarithms in Cl(Ay) and the following groups (1 <i < k):
w5 if () € {0, 1}
* . Ay _
¥, 1f(p—l) - 1.

Note that the central result of [11] now is nothing more than an immediate

corollary.



3.1 Example

We illustrate the reduction of discrete logarithm computations in CI(Ay) via a
small example. Suppose A; = —1019, f = 23, and A; = Ay f? = —539051. In
this case, both Cl(Ay) and CI(A;) are cyclic with h(Aq) = 13 and h(Ay) =
h(A71)(23 — 1) = 286. The equivalence class represented by the reduced ideal

-7+ +/—539051
2

g=15% + 7 = (15, -7)

generates CI(Ay).
Suppose we wish to compute the discrete logarithm of [a] with respect to the

base [g] in Cl(Ay), where

94 +/—539051

=11Z
a + 5

Z = (11,9) .

That is, we want to find # such that g” ~ a. Since g generates Cl(A;), we know
that such an x exists. Following ReduceDLP (Algorithm 2), we first compute
(8] = [¢5; (9)] and [A] = [¢7; (a)], and solve the discrete logarithm problem

G~ A

in Cl(A1). We have & = 157+ @Z = (15,1),2 = (11, 9), and we easily
compute 1 = 9.

At this point we know that z has the form z = ¢-h(A;)+21 = 13¢+9, and it
remains to compute ¢. Again following ReduceDLP (Algorithm 2), we compute
a,y € (0a,/fO4,)" such that 1(a) ~ a/g” and () ~ g4, Following
Std2Gen (Algorithm 1), we first compute

b=a/g" =a/g° = (311,277)

and

¢ = g4 = g% = (297,295) .

To find « and v we compute the principal ideals B = ¢~1(b) and € = ¢~1(c),

and reduce them while simultaneously computing their modulo fO A, reduced



generators, which we take as o and y. We obtain B = (311, —-15) = («) and
¢ =(297,—13) = (y) where
a=-8+1lw, y=-T+1w

14/—1019

and w = 5 .

To compute ¢, we need to solve the discrete logarithm problem
c

To~w

in (Oa,/fOA,)". For this example, we have (A;/f) = (—=1019/23) = 1, and
thus (QOa,/fOA,)* ~ F33 ® IF35 by [11, Lemma 8]. Since w = 14 (mod 23)
and @ =10 (mod 23), we obtain

¥+ (=7 + lw mod 23, —7 4 1w mod 23) = (7,3) € IF3, @ [F34
and
a > (—8 + 1w mod 23, —8 + 1w mod 23) = (6,2) € IF3; @ IF35 .

Since « and v represent equivalence classes in (Oa,/fOa,)*, we need to find ¢
by solving the discrete logarithm problem (7,3)¢ = (6, 2) in IF5; @ IF35 for some
l € IF5, (see Remark 1). This yields

7°=6/ (mod 23), 3°=2] (mod 23),

and we combine these two discrete logarithm problems to obtain one discrete

logarithm problem in IF; :
(7/3) = (6/2) (mod 23) —10°=3 (mod 23) .

Solving yields ¢ = 20, and finally « = 12-204+9 = 269. It is easy to verify that z
is indeed the desired discrete logarithm: simply compute the reduced ideal g9

and verify that it is equal to the reduced ideal a.

4 Towards practical non-interactive cryptosystems

Before we explain our system setup we list the crucial properties:



Required Properties:

1. The discrete logarithm problem (DLP) in Cl(A,) without knowing the fac-
torization of A, = Ayp? is infeasible. The following bounds are based on
the estimates in [7, Table 3], such that one expects to need more than
90.000 MIPS years to solve the problem.

1.1 A, is large enough that using the subexponential algorithm from [12] to
directly compute discrete logarithms in CI(A,) is infeasible. A, > 2123
is sufficient.

1.2 A, cannot be factored to reduce the DLP to DLPs in C!(A;) and IF; or
|

1.2.1 A, is large enough so that the Number Field Sieve is infeasible. This
yields A, > 2576,

1.2.2 A and p are large enough that they cannot be found with the Elliptic
Curve Method. This implies Ay, p > 2250,

2. Ay, p must be small enough to enable the KGC to compute discrete loga-
rithms in Cl(A;) and IF; or IF;2 using subexponential algorithms. Ay, p <
9300

seems to be feasible.

3. Cl(A,) must be cyclic.

It is easy to see that the following setup satisfies all above requirements.

System Setup:

1. The KGC randomly chooses a prime ¢ =3 (mod 4), ¢ > 2260, sets A} = —¢
and computes h(A;) and the group structure of CI(A;) with the algorithm
from [13]. The Cohen-Lenstra heuristics [4] suggest that Cl(A;) is cyclic
with probability > 0.97. If Cl(A;) is not cyclic, the KGC selects another
prime ¢ until it is cyclic.

2. The KGC chooses a prime p > 2290 with ged(p — (A1/p), h(A1)) = 1 (here
(A1/p) denotes the Legendre symbol), such that the SNFS can be applied
as in [22], and computes A, = A;p?. The ged condition ensures that Cl(A)

is cyclic.



3. The KGC computes a generator g of Cl(A,) and publishes it together with
A,

Given a generator & of Cl(Ay), which the KGC can easily obtain during the
computation of CI(Ay) [13, Algorithm 6.1], it is also easy in practice to find a
generator g of Cl(A,) with the additional property that qball(g) = &. The KGC

repeatedly selects random values of &« € O, and takes the first g = ¢(a®) such
that gh(4e)/2 £ 04, .

User Registration:

1. Bob requests the public key b corresponding to his identity I Dpg at the KGC.

2. The KGC verifies Bob’s identity, for example, using a passport, and starts
with the key generation.

3. The KGC computes the 128-bit hash id = h(IDp) using, for example, MD5
[20], of Bob’s identity and embeds id into a group element of CI(A,) by
taking the largest prime pp < id, for which (?—;) = 1 and computing the
prime ideal b = ppZ + %A_p. Note that b is already reduced, since
\/m > 2128 > pp. If the KGC recognizes that b is already assigned to
another user it will ask Bob to choose another identity, for example, his
postal address.

4. Finally, the KGC computes the discrete logarithm b such that g® ~ b us-
ing the secret knowledge of the conductor p and the reduction procedure

described in the Section 3, and returns b to Bob.

As soon as all users are registered this way the KGC can destroy the fac-
torization of A, and cease to exist. The users can obtain any other user’s au-
thentic public key simply by hashing that user’s identity and computing the
largest prime ideal whose norm is less than the hash value. Each user has a
public/private key-pair (g, a) with a ~ g°, so discrete logarithm-based protocols
such as Diffie-Hellman or El Gamal can be directly applied in the class group
Cl(A,).



Preliminary experiments, together with computational experience using the
subexponential algorithms from [12] and [22], indicate that a KGC with modest

computational resources, for example, a small network of Pentium processors,

2300

should be able to set up a key distribution system with using p, ¢ & at least.

Computational results will appear in the full version of the paper [9].
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