* Bundesamt
4 fir Sicherheit in der

Informationstechnik

2007

issSE

secunet

From the eCard-API-Framework towards
a comprehensive elD-Framework for
Europe

—
hekerausweis
[

A \1% {:’a'i".j-

s

Dr. Detlef Hluhnlein
secunet Security Networks AG, Germany

Manuel Bach
Federal Office for Information Security, Germany

Information Security Solutions Europe (ISSE), Warsaw, 25-27 September 2007



2007

The eCard-API-Framework iSSE
secunet S

Agenda
3 The German eCard-Strategy
3 The eCard-APIl-Framework

3 Towards a comprehensive elD-Framework for Europe

7 Summary

Dr. Detlef Huhnlein 26th September 2007 Slide 2



2007

The eCard-API-Framework iSSE
secunet S

Agenda
dThe German eCard-Strategy

3 The eCard-APIl-Framework

3 Towards a comprehensive elD-Framework for Europe

O Summary

Dr. Detlef Huhnlein 26th September 2007 Slide 3



2007

Goals of the eCard-Strategy ISSE
secunet -

3 Harmonization of different eCard projects (ePA, eGK,
eLena, ELSTER ...)

J Enable smart card interoperability (arbitrary cards,
arbitrary applications, one interface)

3 Making electronic services for eBusiness and
eGovernment easy, cheap and secure.
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0 Card-application-service Access

g Initialize
g Terminate
0 CardApplicationPath

3 Connection-service

0 CardApplicationConnect

0 CardApplicationDisconnect

0 CardApplicationStartSession
0 CardApplicationEndSession

0 Card-application service

0  CardApplicationList
CardApplicationCreate
CardAppicationDelete
CardApplicationServiceList
CardApplicationServiceCreate
CardApplicationServicelLoad
CardApplicationServiceDelete
CardApplicationServiceDescribe
ExecuteAction

3 Named data service

0 DataSetList
0 DataSetCreate
0 DataSetSelect
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) Cryptographlc service
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0 Differential-identity service
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 Card InfoType

CardType
type = ec:CardTypeType

CardIdentification

- -
type = <anonymous = &

CardInfo
type = ec:CardInfoType EI—

CardCapabilities
type = ec:CardCapabilitiesType

ApplicationCapabilities
type = ec:ApplicationCapabilitiesType
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A\D‘L :
wne: A B 0004003
inc. AID="4F 06 D276 0 @ SMC (Germany)

Order is subject ‘
to configuration (@ coc
(ATR may help to

Optimize card _ eCard (Austria)
g v
recognition GET DATA ) Tag st
procedur 00CA7F62 »| Tag .80'=,00 i :@ ISO 24727-2 (Profile 1)

CCD) J — 7‘99 87-

e @ ) 150 247272 (Profile )

Is there
EF.CIAInfo
(5032) and

EF.OD (5031)

cc. to 7816-157

Is DF (5015) of
a certain
structure?

Is there DF
(1FFF) and
DF (5015)?

—>@ BA-dDK (proprietary)
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3 It is possible to support arbitrary smart cards without
changing the executable code of the middleware

7 The middleware can be evaluated and certified once and
for all.

3 It is possible to support
0 the European Citizen Card,
1 cards with the generic card interface according to ISO/IEC 24727-2
0 and arbitrary cards (e.g. SSCDs) which are already distributed
3 It is easy to migrate from one card version to another, as it
is only necessary to provide an updated XML-file.
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Support of arbitrary smart cards without changing the executable
code (CardInfo-Files)

Easy integration of applications (“High-Level’-API)
Platform independent and scalable (Webservice-Interfaces)
Support and abstraction of various card terminal technologies

Considers major smart card and PKI standards and architectures
e.g. Microsoft's (CNG) CryptoAPI

Currently the eCard-API-Framework is harmonized with emerging
elD-standards (e.g. ISO/IEC 24727 and prCEN/TS 15480)

3 May provide a good starting point to define a comprehensive elD-
Framework for Europe ...

3 which may be utilized within the EU elD Large Scale Pilot project
(STORK)

O a Q

Q
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